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ASSURANCE & TRUST PROGRAM

Consolidated Policy

Compendium

The complete set of Odyssey Logistics information-security and IT governance
policies, organized against the NIST Cybersecurity Framework 2.0 and cross-
referenced to ISO/IEC 27001 and the CIS Controls.
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DOCUMENTS CSF 2.0 FUNCTIONS REFERENCE FRAMEWORKS
NIST CSF 2.0 ISOI/IEC 27001 CIS Controls Domain Standards
Govern - Identify - Protect - Information security Prioritized safeguards NIST SP 800-series, Al
Detect - Respond - Recover management system mapped to individual control RMF /1SO 42001, ITIL,
— the organizing spine. controls and Annex A numbers. SOC 2, GDPR/CCPA.
safeguards.

SENSITIVE & RESTRICTED — BUSINESS CONFIDENTIAL

Not for release outside Odyssey Logistics without written authorization. This compendium aggregates assurance-overview one-
pagers that demonstrate control coverage without disclosing internal control specifics.



Contents

Policies are ordered by their primary NIST CSF 2.0 function. The page number for each one-pager appears at right and

corresponds to its position later in this compendium.
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05 Generative Al Policy PoL007

® IDENTIFY
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Understand assets, data, and third-party exposure so risk can be prioritized.

06 Data Classification Policy pPoLo006

07 Asset Management & Purchasing PR0O001

08 Device Lifecycle Management PRO

09 Third-Party Risk Management poLo017

® PROTECT

10
11
12

13

Safeguard identities, endpoints, data, and change through preventive controls.

10 Access Management & Password PoL001

11  Least Privilege Policy poLo18

12 Remote Access Software Policy poL009

13 Personal Device Use Policy pPoLo004

14  Secure Tunnel & Certificate Mgmt pPoL019

15 Onboarding Policy poL022
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19 Data Retention & Destruction poLo012

20 Cyber Security Data Access Policy POL009-A

® RESPOND
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Coordinate, contain, and communicate during active incidents.

21 Incident Response Plan & Guidelines PR0003

22 System Outage Work Process PR0005
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Restore data, systems, and operations to resume business.

23 Backup & Recovery Policy poLo10

24 Disaster Recovery Program POL016
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Policy Map to Risk Domains

Every policy is anchored to one of the six NIST Cybersecurity Framework 2.0 functions — the recognized risk-domain model
auditors, insurers, and customers use to judge program completeness. Each card lists the policies whose primary purpose

sits in that function.

GOVERN

Establish and monitor the security program, risk decisions,
roles, and oversight.

Cybersecurity Policy POL005
Cybersecurity Program Review POLO11
Risk Management Program POL020
Cybersecurity Exceptions Policy POL010-A
Generative Al Policy POL007

n IDENTIFY
Understand assets, data, and third-party exposure so risk

can be prioritized.
Data Classification Policy
Asset Management & Purchasing
Device Lifecycle Management

Third-Party Risk Management

POL006

PRO001

PRO

POLO017

't PROTECT

Safeguard identities, endpoints, data, and change through
preventive controls.

Access Management & Password POLO001
Least Privilege Policy POL018
Remote Access Software Policy POL009
Personal Device Use Policy POL004
Secure Tunnel & Certificate Mgmt POL019
Onboarding Policy POL022
Offboarding Policy POLO021
Change Management Policy POL008
Vulnerability & Patch Management POL003
Data Retention & Destruction POL012
Cyber Security Data Access Policy POL009-A

RECOVER

Restore data, systems, and operations to resume

business.
Backup & Recovery Policy POL010
Disaster Recovery Program POLO016
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RESPOND

Coordinate, contain, and communicate during active

incidents.
Incident Response Plan & Guidelines

System Outage Work Process

PRO003

PRO005

Page 3



Framework Crosswalk

Each policy against the six CSF 2.0 functions and the supporting frameworks it cites. A filled marker is the function the policy
chiefly serves; a hollow marker is a supporting role.
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® Primary function

POLICY Gov

Cybersecurity Policy

POL005 Rev.02 ®
Cybersecurity Program Review

POL011 Rev.01 L
Risk Management Program °
POL020 Rev.02

Cybersecurity Exceptions Policy ®
POLO010-A Rev.01

Generative Al Policy

POL007 Rev.03 e
Data Classification Policy e
POL006 Rev.02

Asset Management & Purchasing

PRO001 Rev.001

Device Lifecycle Management

PRO Rev.R03

Third-Party Risk Management 5
POL017 Rev.02

Access Management & Password

POL001 Rev.04

Least Privilege Policy

POL018 Rev.01

Remote Access Software Policy

POL009 Rev.02

Personal Device Use Policy

POL004 Rev.02

Secure Tunnel & Certificate Mgmt

POL019 Rev.01

Onboarding Policy

POL022 Rev.04

Offboarding Policy

POL021 Rev.004

Change Management Policy

POL008 Rev.04

Vulnerability & Patch Management
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POL009-A Rev.02

Incident Response Plan &
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PRO003 Rev.02
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PROO005 Rev.002

Backup & Recovery Policy
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POL016 Rev.02
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Cybersecurity Policy

POL005 Rev.02

ODYSSEY LOGISTICS

Cybersecurity

su 0 manage

and informz

POLICY POLDOS ENTERPRISE-WIDE SCOPE UPDATED 12/23/2024

PROGRAM OVERVIEW

Odyssey Logistics maintains a comprehensive enterprise cybersecurity program to safeguard company and customer data. The policy defines
governance roles, program goals, and the standards that direct protection of systems and information assets, with oversight from executive

and security committees.

01 04

Govern Protect Manage Risk Assure

Standards for endpoints, The program maint

ns Compliance is audited and

committees set direction, encryption, authentication, and awareness of threats and reported to preserve the
approve policy, and assign clear acceptable use safeguard manages vulnerabilities to confidentiality, integrity, and
oles across the enterprise. systems and information assets. and business ability of company data.

NIST CSF

IEC 27001 CIS Critical Security Controls
ern. Identi e : ot

FRAMEWORK

1S0/
ALIGNMENT

ur ar M : controls and t s spanning the defined

WHAT THIS POLICY COVERS
The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Overview & Purpose

Commitment to prot

es to all users of systems or data owned or controlled by the

ng information and systems through logical and

technical controls. company.

Roles & Authorities

Governance committees, CISO, and data owner / custodian

Goals & Objectives
Preserving confidentiality, integrity, and availability of company data.
responsibilities. NIST CSF - Govern

Standards

Control domains associated with the security policy, set following

Device, Endpoint & Encryption

BYOD posture, endpoint configuration, and encryption expectations

systems audit

Vulnerability & Authentication [{IBM Classification, Use & Storage
Patching / vulnerability management and authentication requirements. 16.8 Required classification types, acceptable use, and data
CIS Control 7 limitations. 1S0/1EC 27001

Odyssey Logistics & Technology Corp.




Cybersecurity Program Review

POLO011 Rev.01

ODYSSEY LOGISTICS

Cybersecurity
Program Review

red annual ( ( 5 ogisti b program to verify governar
e maturity

POLICY POLOT GLOBAL CYBER PROGRAM UPDATED 8/28/2025

PROGRAM OVERVIEW

Odyssey Logistics conducts a structured annual review of its cybersecurity program. The review assesses governance alignment, audits
control effectiveness, measures program maturity against established frameworks, and reports findings and recommended actions to
executive leadership and the board.

01 04

Assess Governance Audit Controls Measure Maturity Report & Improve

The review verifies polici

Program maturity is scored Findings, maturity

and decisio

-making structures
against governance and strategic

gaps are reported to le
risk posture is evaluated with and drive the followin

FRAMEWORK e _ lfla_lquty ﬂqdel

ALIGNMENT ML= Manac i )

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

Purpose & Scope m Annual Review Objectives
Annual review across global cybersecurity functions, processes, and Governance alignment, maturity measurement, and gap identification
controls NIST CSF - Govern
m Review Components m Roles & Responsibilities
Governance, control audit, maturity, risk, compliance, and evidence. CISO oversight, team participation, and independent validation
“ Reporting & Follow-Up m Continuous Improvement
Board reporting with tracked, prioritized action items. 1SO/IEC 27001 Outcomes inform planning, resourcing, and risk decisions

Odyssey Logistics & Technelogy Corp. -




Risk Management Program

POL020 Rev.02

ODYSSEY LOGISTICS

Risk Management
Program

POLICY POLD20 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics'risk management program provides a consistent, repeatable framework for identifying and prioritizing risk across
cybersecurity, IT operations, logistics, and third-party relationships. The program emphasizes clear ownership, standardized scoring, and
continuous improvement through audit feedback.

01 04

Risk Identification Assessment & Scoring HMitigation & Treatment Governance & Reporting
A standardiz oring model Risk owners

aluates likelihood and im tto reduc

ect avoidance Key risks are reported quarterly to

fer, or acceptance leadership, with annual program

audits and reviews

with description, impact, luce a quantified risk score strate

likelihood, and root cause. milestones.

FRAMEWORK NIST CSF Internal Audit Standards

ALIGNMENT e e ALt

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Purpose & Scope

Enterprise risk s

Risk Management Strategy
Guiding principles: simplicity, incident-centric prioritization, and
accountability. NIST RHF

2gy applicability across functions, geographies, and

third parties.

m Risk Identification & Documentation

Required risk entry fields and centralized risk register maintenance

m Risk Register

Structured tracking fields for ownership, treatment decisions, and

Risk Assessment & Scoring
Standardized likelihood-and-impact scoring methodology. NIST CSF

Risk Mitigation & Treatment

Defin

d treatment strat s with mileste nsible

follow-up dates. parties
“ Auditing, Review & Monitoring (%3 Roles, Reporting & Improvement
Annual program review and independent audit function Ownership model and quarterly executive reporting cadence

Odyssey Logistics & Technology Corp.




Cybersecurity Exceptions Policy

POL010-A Rev.01

ODYSSEY LOGISTICS

Cybersecurity
Exceptions Policy

POLICY POLD10-A POLICY EXCEPTIONS UPDATED B/13/2024

PROGRAM OVERVIEW

Odyssey Logistics governs security-policy exceptions through a documented, case-by-case process. Requests are intake-tracked, paired
with compensating controls, approved by cybersecurity management for a defined period, and followed up for closure or re-evaluation.

01 0&

Request HMitigate Approve Track & Review

Ex ions to securit e The security

1and requester Exceptions are approv

agree on compensating controls cybersecurity management for a inacentral reg
toreduce the risk of any granted defined, time-bound period or up for closure or re-evaluation.

otherwise rejected.

FRAMEWORK

NIST CSF ISO/IEC 27001 NIST RMF
ALIGNMENT e ceand reatmEn e

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Purpose m Scope

anized handling of requests for exception to standard security Case-by-case, time-bound approvals with defined follow-up.

m Compensating Controls §l4 Intake Process
Dialogue to identify mitigations for the risk of a granted exception Ticketed request with information gathering by the security team
NIST CSF - Govern

m Approval Process m Reporting

Review and approval by cybersecurity management, or rejection. Central tracking of exc
ISO/IEC 27001

m Policy Review

Changes communicated to affected individuals

on requests to support reporting.

Odyssey Logistics & Technology Corp. -




Generative Al Policy

POL007 Rev.03

ODYSSEY LOGISTICS

Generative
Al Policy

POLICY POLDO7 ALL Al TOOL USE UPDATED 8/12/2025

PROGRAM OVERVIEW

Odyssey Logistics maintains a documented policy for the appropriate use of generative Al. Use is limited to enterprise-approved tools,
aligned to the company's data classification standards, and governed by requirements for data protection, ethical use, and human oversight.

01

Approve Tools

Only en

Protect Data

Confidential inform:

erp ation
¢ be used

her tools

generative Al tools may

for company busi

require leadership approval. approved.

FRAMEWORK N

ALIGNMENT

proprietary data, and Pll are kept

out of generative Al tools unless

Use Ethically

Outputs a

appropriater

curacy, fairness, ar

0&

Oversee & Improve

training and review
current as the field

ness, avoiding harmful keep pra

or biased content. evolves.

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Statement, Purpose & Scope
parties.

Communication & Customer Interaction

use for non-sensitive t

oversight for sensitive

Ethical Use

Fair, professional, and appropriate output free of bias.

528 Training & Compliance

Employee training and defined consequences for non-adherence

Responsible-use commitment for employees, contractors, and third

General Use Requirements
Approved enterprise toolsets only, aligned to data classificatior
ds. NIST Al RHF

star

Data Security & Privacy
Confidential data and Pll withheld from tools unless
approved. NIST CSF - Protect

ously

Human Oversight
Human judgment required for critical decisions and finalized
communications.

Improvement & Contact
Periodic policy review and a defined point of contact. IS0/IEC 42001

Odyssey Logistics & Technology Corp.




Data Classification Policy

POL006 Rev.02

ODYSSEY LOGISTICS

Data
Classification Policy

lue, and criticalit

POLICY POLDOG ALL COMPANY DATA UPDATED 12/23/2024

PROGRAM OVERVIEW

Odyssey Logistics classifies all company data by sensitivity and business impact, assigning each asset a classification that determines the
required safequards. The policy defines classification tiers, predefined categories of Confidential data, and the roles responsible for
assigning and periodically reassessing labels.

01 04

Classify Define Confidential Align to Regulation Review & Reassign
ais assigned one Certain data types — Data
vity classifications authentication verifiers

sing order of card da

Allcompany da

of three sensit

ned by regulations Data owners periodic
such as GOPR and CCPA is treated evaluate classifications and align

as Confidential by default. safeguards as sensitivity or

ndecre

mportance. predefined as Confidential. obligat

FRAMEWORK NIST CSF . ISI]II.E.C 2?001 Annex ﬁ

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

Purpose & Scope m Goals

work to classify data by sensitivity across staff, agents, and Classification supports confidentiality, integrity, and availability of data

Data owners classify assets; Technology & Security Operations governs Confidential, Sensitive, and Public tiers with default-Sensitive handling.

the policy. NIST CSF - Govern ISO/IEC 27001

Predefined Confidential Data m GDPR

Authentication verifiers, payment card information, and PIl. EU personal data treated as Confidential. Regulatory

m Roles & Authorities §1.5 Data Classification

CCPA Assigning & Reassigning Labels
California personal information treated as Confidential. Regulatory Most-restrictive labeling and periodic re-evaluation of classifications.

Odyssey Logistics & Technology Corp.




Asset Management & Purchasing

PROO001 Rev.001

ODYSSEY LOGISTICS

Asset Management &
Purchasing Process

PROCESS PRO0O1 ENTERPRISE-WIDE SCOPE REVIEWED AS NEEDED

PROGRAM OVERVIEW

Odyssey Logistics consolidates IT purchasing through a defined set of preferred vendors, standardized equipment packages, and
documented supplier management practices, retaining accountability for service delivery regardless of which vendor is involved.

01 04

Vendor Governance Standard Equipment Preferred Vendor Selection Budget Oversight
Accountability for service delivery Packages Purchasing is

sretai

lidated Costs are budgeted in detail and

itored a

ainst forecast for

nternally, with Defined in-office and at-home through a short list of approved
supplier

requirements.

documente

apply based on manufacturers.

ngement.

FRAMEWORK lT.!L S“upplier Management | | Internal Financial Controls

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Purpose §1.2 Scope

Governance obje es for IT equipment purchasing and asset lifecycle. Vendor management goals, including cost efficiency and strategic

alignment. ITIL

m Roles & Authorities §l4 Supplier Management
Vendor and supplier role definitions and accountabilities Contract requirements, performance monitoring, and dispute
handling. ISO/IEC 27001

m Standard Equipment Packages Computer Selection Process

Defined in-office and remote equipment sets by employment Approved vendor list and standard configuration options

df':_l'](:lf_‘[']t'l'll.

m Budgeting & Accounting

Cost forecasting, budget control, and financial reporting practices

Odyssey Logistics & Technology Corp.




Device Lifecycle Management

PRO Rev.R03

ODYSSEY LOGISTICS

Device Lifecycle
Management

ra manag > i C ( ] uipment — from

-ement and maint gh

PROCEDURE END-USER IT EQUIPMENT UPDATED 1/20/2026

PROGRAM OVERVIEW

Odyssey Logistics manages the lifecycle of end-user IT equipment to reduce downtime, prevent security failures from outdated systems, and
improve planning and productivity. The procedure defines maintenance, upgrade, replacement, and secure disposal practices across the

equipment lifecycle.

01 04

Plan & Inventory Maintain Upgrade & Replace Dispose Securely

Existing IT assets are reported Equipment is monitored and Hardware is rev d on a set End-of-life equipment is recyc
and budgeted to meet current and maintained through established cadence and refreshed on a donated, or retained only after
future business requirements. device-management systems. defined depreciation schedule verified secure data destruction.

FRAMEWORK

NIST CSF CIS Critical Security Controls ISO/IEC 27001 Annex A
ALIGNMENT tify function —asset manageme L AL , : . cycle an

WHAT THIS POLICY COVERS
The procedure is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating

coverage without disclosing internal control specifics.

Roles & Authorities

End users who operate company equipment.

Purpose & Scope

Lifecycle management of end-user IT equipment and its object

Maintenance & Upgrades
MOM-managed maintenance and cadence-based hardware review.

Schedule
Asset reporting and budgeting to meet business requirements
CIS Control 1

Replacement Disposal
Depreciation-based refresh cadence for desktops and laptops. Certified recycling and standards-based data destruction at end of life
NIST CSF - Protect

Odyssey Logistics & Technolegy Corp. -




Third-Party Risk Management

POL017 Rev.02

ODYSSEY LOGISTICS

Third-Party Risk
Management Program

ing, managing, and monitorin
oud providers, a ar thre

POLICY POLD17 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics maintains a formal, documented program governing how third-party cybersecurity risk is evaluated and managed, from
initial vendor selection through offboarding. The program is coordinated across Procurement, Legal, Technology, and Cybersecurity, and is
subject to ongoing oversight by Security leadership.

01 0&

Classify & Assess Contractual Safeguards Continuous Oversight Offboarding & Closure
Third parti at
dat jity and s

criticality, with due diligence breach noti

Data return or destruction, ar

are risk-tiered by Agreements incorporate High-risk vendors are monito

15itiy tem dentiali udit rights, ith periodic ré ation, and closure

onrisk tier documentation are required at

cation, and data

assessments required before

protection obligations termination.

™

gement

FRAMEWORK NIST CSF CIS Controls v8 / SOC 2

ALIGNMENT

WHAT THIS POLICY COVERS
The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Purpose & Scope m Risk Classification & Due Diligence

Program intent and applicability across the vendor lifec

le and cross- Tiered risk classification and pre-engagement cybersecurity
it requirements. NIST CSF

functional teams.

Roles & Responsibilities i7X& W Contractual & NDA Requirements
Accountabilities across Procuremer and Mandatory se
ecurity agreements. ISO/IEC 27001

t. Legal, Technol

curity, audit, and confidentiality clauses in vendor

Monitoring & Oversight m Incident Response & Offboarding

Continuous monitoring and periodic rea sment of high- and Breach notification obligations and termination data-handling
medium-risk vendors. SOC 2 reguirements

§3-4 Risk Register & Exceptions m References & Review
Centralized risk documentation, scaring, and CISO-appraved exception Standards alignment and annual policy review cadence

handling. CIS Controls

Logistics & Technology Corp.




Access Management & Password

POL001 Rev.04

ODYSSEY LOGISTICS

Access Management &
Password Policy

ntials ar

information nd third-pa

POLICY POLODO1 ALL CREDENTIALED USERS UPDATED 5/30/2025

PROGRAM OVERVIEW

Odyssey Logistics maintains a documented access management and password policy governing how login credentials are provisioned,

constructed, used, and protected across company information systems. The policy applies risk-based requirements scaled to account

privilege and is subject to ongoing oversight by Security and Technology leadership.

01

Establish Identity
Unigue credentials and forma Password co
intiate e
user's claimed identity before are

Enforce Strength

nstruction,

plexity, anc

se controls

provisioning sub

d to account privilege

enforced by

ssis granted. eveland ystem.

rRamework | MSTESE et O
ALIGNMENT rotect fun :

0&

Authenticate & Protect Log & Assure

Multi-factor authentication Authentication events are logged
secure login, and protected and services are aligned to
credential handling guard defined authenticator assurance

s against unauthorized onfidence

urity Controls NIST SP 800-63

and Lro Jigital ident ] =N authenticator

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Purpose & Scope

ability t

ram intent and appli

company or third-party syst

m Password Protection Guidelines

Construction and reuse rules scaled to privilege level and screened
against banned values. CIS Control 5

Password Management System
Enforced complexity, history, and separated, protected credential

storage

Audit Controls - Event Logging
Logging of authentication events in suf
CIS Control 8

ort of the audit function

m Policy Statement

Formal, controlled management pr
information. NIST CSF - Govern

m Secure Login Procedures

MFA/SS0, minimal disclosure, and brute-force protections at login.
NIST CSF - Protect

cess for the allocation of password

m Password Use & Protection
Confidential handling, approved secure sharing, and offboarding

controls

§l4 Authenticator Assurance Levels
Alignment of services to defined identity and authentication assurance
levels. NIST SP 800-63

Odyssey Logistics & Technology Corp.



Least Privilege Policy

POL018 Rev.01

ODYSSEY LOGISTICS

Least Privilege
Policy

POLICY POLD18 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics grants administrative privileges only when justified by job function, through a documented approval process, with access
reviewed on a regular cadence and revoked promptly when no longer required.

01 04

Justified Access Documented Approval Role-Based Blueprints Periodic Review & Revocation

heduled revi

Requests move through a formal,

vs and prompt

ation follow role changes o

with specific job

roles. departures.

FRAMEWORK CIS Co ntrols. . e 1S0/1EC 2I70p1

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

“ Introduction

Purpose, scope, and key definitions for administrative access.

Policy Statement

Core principles governing how administrative acc
maintained. NIST CSF

“ Roles & Responsibilities “ Granting Admin Privileges

ss is granted and

Accountabilities across IT Security, Managers, System Owners, and HR. Request, approval, and documentation workflow for new aci

n Revaking Admin Privileges Role-Based Access Blueprints

Trigger events and revocation timeline requirements. CIS Controls Predefined access packages by functional role
Periodic Access Reviews (LRI Exceptions, Enforcement & Review
Review cadence and verification steps for existing access. ISO/IEC 27001 Exception approval, enforcement consequences, and annual policy

review.

Odyssey Logistics & Technology Corp.




Remote Access Software Policy

POL009 Rev.02

ODYSSEY LOGISTICS

Remote Access
Software Policy

p

POLICY POLDOD9 ALL REMOTE ACCESS UPDATED 12/23/2024

PROGRAM OVERVIEW

Odyssey Logistics permits remote access only through a defined set of approved tools, authorized by role. The policy sets secure-connection
requirements — including multi-factor authentication and strong encryption — and defines how compliance is measured and enforced.

01 0&

Approve Tools Authorize by Role Secure the Channel Verify Compliance

Tool use is authorize

[=%

Rer ssions require multi-

ce is measured through

jand audits, with a
tion path and defined

machines. to-end encryption. consequences.

imiting who may ctto factor authentication, mutual

workstations, s and virtual

onne

nd strong end-

FRAMEWORK NIST CSF CIS Critical Security Cnntrul.s 1S0/IEC 27001 Annex A

ALIGNMENT rotect function identity, authe - , S B '

WHAT THIS POLICY COVERS
The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Overview Scope

Approved-tools-only model to reduce remote access security risk. Applies to employees, contractors, and temporary staff

Policy Approved Remote Access Tools

Role-based authorization of remote access tools and their use. Defined, mandatory-configuration toolset with exception handling
Remote Access Requirements §4.1 Policy Compliance

MF 0. mutual authentication, and strong end-to-end encryption Compliance measurement, exceptions, and non-compliance

NIST CSF - Protect consequences. CIS Control 12

Odyssey Logistics & Technology Corp.




Personal Device Use Policy

POL004 Rev.02

ODYSSEY LOGISTICS

Personal Device
Use Policy

idelir nd minimum safeg =lo of personall

POLICY POLDO4 PERSONAL DEVICES UPDATED 12/23/2024

PROGRAM OVERVIEW

Odyssey Logistics maintains a documented policy governing employee use of personally owned devices for work-related purposes. Personal
devices are permitted only on an as-needed basis, must meet minimum security and data-handling requirements, and are validated before
being granted access to company resources.

01 04

Qualify the Device Harden & Protect Assign Responsibility Validate Access
ersonal devi -

; are permitted Devices ar ice isuntrusted by

1d validated b

ired through Users accept defined Everyd
nd must meet screen lock, encryption, endpoint responsibilities for company data, default a

oreitis

minimum data-handling and protection, and maintained prompt loss reporting, and device granted

to company

security requirements

operating systems. upkeep. systems and data.

FRAMEWORK NIST CSF o — Sec oo :s

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

ﬂ Purpose & Scope m Acceptable Use Guidelines

Intent and guidelines for using a personal device for company business Device hardening, encryption, endpoint protection, and software
currency requirements. CIS Control 4

Risks & Liabilities Compliance & Enforcement
User accountability for local data, loss reporting, and device Default-untrusted validation before access, with reserved right to
maintenance expand controls. NIST CSF - Protect

Odyssey Logistics & Technology Corp.




Secure Tunnel & Certificate Mgmt

POL019 Rev.01

ODYSSEY LOGISTICS

Secure Tunnel &
Certificate Management

. mana
ting

POLICY POLD19 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

nnels ac
graphy and

All network tunnels connecting Odyssey Logistics infrastructure — internally, externally, or across hybrid cloud environments — must be

established using certificate-based authentication, automated key rotation, and secure certificate management practices overseen by

Cybersecurity and Network Operations.

01

Certificate-Based
Authentication

Tunnels are authenticated using

Automated Lifecycle
Management

Tunnel creation, certificate

ndustry ndard cryptographic

deploymen
automated to reduce error.

ey rotation are

algorithn

FRAMEWORK

NIST SP 800-57
ALIGNMENT 3

Secure Key Storage

04

Trusted CA Governance

A hardened, regular
Certificate Authority i

manages all tunnel certificates

WHAT THIS POLICY COVERS

The policy is structured acr

without disclosing internal control specifics.

Purpose & Scope
Tunnel security requirements across infrastructure, cloud, and third-
party connections

Automated Tunnel & Key Management

requirements for tunnel creation and key rotation

Automation

Trusted CA Management

Certificate authority hardening, auditing, and issuance standards.

Compliance & Enforcement

Quarterly compliance audits and handling of non-compliant tunnels.

the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

Certificate-Based Authentication
Approved cry
authentication. NIST SP 800-57

ptographic standards required for tunnel

Secure Key Management
Storage, encryption, and access-control requirements for
cryptographic keys. NIST SP 800-77

Roles & Responsibilities
Accountabilities across CIS0, Network Operations, and

Cybersecurity teams. ISO/IEC 27001

References & Review Cycle

Standards alignment and annual policy review requirements

Odyssey Logistics & Technology Corp.



Onboarding Policy

POL022 Rev.04

ODYSSEY LOGISTICS

Onboarding

POLICY POLD22 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics standardizes onboarding timelines, communications, and ticketing processes across HR, IT, and hiring managers, applying
the same structured workflow to full-time employees, contractors, and temporary staff.

01 04

Advance Notice Standardized Provisioning Access Governance Consistent Equipment
Required lead time ensures Defined ordering, imaging, and Account creation is tied directly Standards
equipment and accounts are setup steps follow a consistent to a formal, validated new-hire Standard imaging and peripheral

v before the start date. timeline. submission.

apply based on work

FRAMEWORK NIST CSF 1S0/1EC 27001

ALIGNMENT KR _ : set management f —

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Executive Summary §1.2 Scope

Objective to ensure timely, compliant new-hire readiness. Lifecycle coverage from pre-hire setup through Day 1 readiness.
m Objective §l4 New Hire Request

Standardization and cross-functional collaboration goals. NIST CSF Ticket timing, required data fields, and procurement sequencing
“ IT Account Creation B Equipment Setup

Account and application access request process tied to formal Standard imaging and peripheral provisioning by work arrangement.

submission. CIS Controls ISO/IEC 27001

Odyssey Logistics & Technelogy Corp.




Offboarding Policy

POL021 Rev.004

ODYSSEY LOGISTICS

Offboarding

ation, and
nt manner to protect organizationa

POLICY POLD21 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics standardizes offboarding timelines, communications, and ticketing processes across HR, IT, and hiring managers for full-
time employees, contractors, and temporary staff, ensuring terminations are handled securely and without delay.

01 0&

Termination Notification Account Deactivation Equipment Retrieval Post-Employment Contact

Defined trigger events and Help ess is disabled promptly Structured retrieval steps apply to All former-employee
Desk notification timelines by ed on the nature and urgency both on-site and remote communications oordinated
termination type. of the termination. centrally through HR.

FRAMEWORK

NIST CSF 1SO/IEC 27001
ALIGNMENT " rmine

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Executive Summary

Objective to ensure timely, secure offboarding across the organization

m Objective

Standardization goals spanning HR, IT, and business units. NIST CSF

Scope

ycle coverage from termination notice through equipment

Terminations

Voluntary and involuntary trigg

events and Help Desk notification
timelines.

m Account Termination Schedule Equipment Retrieval

Access deactivation timing tied to termination type. CIS Controls Structured retrieval steps for on-site and remote employees

m Post-Employment Contact
Centralized HR coordination for former-employee communications.
ISO/IEC 27001

Odyssey Logistics & Technology Corp.




Change Management Policy

POL008 Rev.04

ODYSSEY LOGISTICS

Change
Management Policy

and implementing chanc

POLICY POLDODB PRODUCTION INFRASTRUCTURE UPDATED 1/26/2026

PROGRAM OVERVIEW

Odyssey Logistics manages changes to production infrastructure through a structured Change Advisory Board process. The policy classifies
change types, sets requirements for review and approval, and requires complete planning, testing, and rollback information to mitigate risk
and reduce disruption.

01 04

Submit Review Approv Execute & Recover

Changes to production A Change Advisory Board s, rollback plans
nfrastructure are classified and evaluates requests on a defined required approval; emergency and and communication requirements
submitted with complete, cadence, ng risk, impact, pre-approved paths verned 1s through

structured request information. and business value with documentation.

NIST CSF

FRAMEWORK

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

@R rueose @R score
Systematic mitigation of risk in changes to production infrastructure Standard, emergency, and recurring (pre-approved) change types

“ Process Requirements Participating Stakeholders
Defined CAB cadence, submission deadlines, and approval CARB roles, functional proxies, and communication representatives.

requirements. ITIL

“ Change Request Requirements

Planning, impact, ¢ gy, and rollback plan

NIST CSF - Protect

Odyssey Logistics & Technology Corp.




Vulnerability & Patch Management

POL003 Rev.03

ODYSSEY LOGISTICS

Vulnerability & Patch
Management Program

ating vulnerabiliti

POLICY POLOOD3 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

part of our

Odyssey Logistics maintains a formal, documented program governing how vulnerabilities and required patches are identified, evaluated, and
remediated across company systems, services, and network infrastructure. The program is risk-based — remediation is prioritized by severity
and potential business impact — and is subject to ongoing oversight by Security and Technology leadership.

01

Identify & Assess
1

continuously monitored to industry
ailable patch
emerging vulnerabilities.

Risk-Based Prioritization

ems and vendor Sources are

Findings are prioritized using
standard sen fy

es and scoring, weighed a

sensitivity and service criticality.

FRAMEWORK "ISTCS..F

ALIGNMENT

nanagement prac

0&

Verify & Govern
Completionis logged, reviewed by
eam, and

Controlled Remediation
Patches are tested and dep
on a defined, re
with formal, tirr
exception handling where needed.

urring cader the Security te

yound reassessed regularly to confirm

the program is operating as

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Purpose & Scope
‘ Jp -I

services, and infrastructu

ram intent and ente

se-wide applicability across systems,

AN |dentification & Testing
Vendor monitoring and controlled validation of available patches
CIS Control 7

(%M Documented Procedures

table, auditable operating process aligned to change control

Controls & Management
Logging, monitoring, and independent verification for audit evidence
CIS Control 7

Policy Statement

todian responsibilities and the governance basis for keeping

systems current. NIST CSF - Govern

Evaluation & Deployment
Risk-based, time-bound remediation on a consistent cadence.
NIST CSF - Protect

LYW Exception Handling
Formal risk-

ISO/IEC 27001

tance with defined review and re-evaluation

Enforcement

Accountability and compliance obligations for responsible teams



Data Retention & Destruction

POL012 Rev.03

ODYSSEY LOGISTICS

Data Retention &
Destruction Policy

POLICY POLDI2 ALL RECORDS UPDATED 6/9/2025

PROGRAM OVERVIEW
Odyssey Logistics maintains a documented data retention and destruction policy covering electronic and non-digital records. The policy
defines retention responsibilities, regulated-record handling, secure destruction methods, and litigation holds, with periodic review by
Human Resources, Legal, and Finance.

01 04

Retain Classify & Secure Destroy Securely Hold & Review

Records are retained for ded are Le

d of using secure, under litigation, and r

cords

gal holds p

e re

efined Digital and nen-digital media are Records no longer ne
S ely handled, and

and regulatory stored according to sensitivity. ve

tention

classified

periods to meet business
and leg

eeds

le destruction methods. periods are reviewed periodically.

obligations.

FRAMEWORK NISTCSF __ [SOfEc27o0TAnnexA CPRA / CCPA

ALIGNMENT

WHAT THIS POLICY COVERS
The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Roles & Authorities

Data owner responsibilities for preservation and disposal

Purpose & Scope

Retention and disposal objectives across records and data files

Regulated Records Retention
Handling of CPRA-governed record types. Regulatory

Termination & Disposal
Offboarding-based marking, holding, and transfer of records

Individual & Corporate Duties
User adherence and IT-enforced automated retention tooling.

Non-Digital Media

media. NIST CSF - Protect

Enforcement & Review

Exception handling and periodic review; schedules in Appendices A & B.

Litigation

Indefinite preservation under legal hold with periodic re-evaluation

Odyssey Logistics & Technology Corp.




Cyber Security Data Access Policy

POL009-A Rev.02

ODYSSEY LOGISTICS

Cyber Security
Data Access Policy

ning requests f 5 t nt and departed emp email and file
data from Odj Logisti

POLICY POLDOS-A EMAIL & FILE ACCESS UPDATED 12/23/2024

PROGRAM OVERVIEW

Odyssey Logistics governs requests for employee email and file data through a defined, default-deny procedure that safequards privacy while
supporting business continuity. Legitimate needs are routed to appropriate alternatives, and departed-employee access follows established
offboarding controls with escalation to Legal where warranted.

01 04

Default Deny Route Alternatives Govern Offboarding Document & Review
Access to acurrent empl Requesters are guided to Acces All access grants and revocations
mailbox, forwarding, and persona distribution groups and shared ws defined offboarding steps, are logged, and access rights are

folders is denied by default. folders to meet legitimate
visibility r

escalation to Legal for re ed periodically for

critical needs. complian

FRAMEWORK ol ESF Legal & Cﬂmpllanf_:_e

ALIGNMENT overs unet : en

WHAT THIS POLICY COVERS
The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

Purpose & Objective Procedure

Safeguarding assets and continuity when handling email data access Defined framework for handling data-access and retrieval requests

(1S Current Employee Access Departed Employee Access
Default-deny for mailbox, forwarding, and personal-folder requests. Offboarding-driven handling with Legal escalation for critical needs.

Documentation & Audit Trail

Detailed records of access grants and revocations for auditing.

Security Protocol Updates
Regular updates to keep procedures effective against evolving threats
NIST CSF - Protect

Legal & Compliance Follow-Up

Alignment with data privacy and protection requirements. Regulatory Periodic review of acces

ntrols and audit logs.

Odyssey Logistics & Technology Corp.




Incident Response Plan & Guidelines

PROO003 Rev.02

ODYSSEY LOGISTICS

Incident Response
Plan & Guidelines

ring from

sure and

PROCEDURE PRO003 ENTERPRISE-WIDE SCOPE REVIEWED AFTER EACH INCIDENT

PROGRAM OVERVIEW

Odyssey Logistics maintains a formal, documented incident response process governing how security events are assessed, escalated
investigated, contained, communicated, and recovered from. A designated Incident Commander coordinates a structured response across
dedicated investigation, remediation, and communication functions — prioritizing containment of active threats, preservation of evidence,
and accurate stakeholder communication.

01 0&

Assess & Triage Coordinate Response Investigate & Remediate Communicate & Recover
Eve e evaluated for An Incident Commander activates Evidence is collected with chain Stakeholders are kept informed
functional, environmental, and the response team over secure y, indicators developed, with accurate, timely updates,

contained and and a formal after-action review

on a deliberate timing captures |

y confirm an

nformation impa nels, assigns ri

ncident and initia eradicated sons learned.

proportionate response. strategy.

FRAMEWORK EIS‘I’ CSF NIST SP 800-61

ALIGNMENT nd&R unctic o

WHAT THIS PROCEDURE COVERS
The procedure is structured across the steps below. Each is mapped to the corresponding area of recognized incident-response practice — demonstrating

coverage without disclosing internal response specifics.

Purpose & Process Summary Assess Impact

Program intent and the end-
through pest-incident activity.

-end incident lifecycle, from detection Functional, environmental, and information-impact triage to confirm

and scope an incident. NIST 800-61

imander activation, secure communication channels, and Evidence handl ng

fith chain of custody, hypothesis-driven analysis

alation. NIST CSF - Respond and indicator development. HITRE ATT&CK

Initiate Response m Investigate

Remediate Communication

Protect, detect, contain, and eradicate actions applied on a risk-based Coordinated internal, executive, customer, and regulatory notification
timing strategy. NIST CSF - Respond grounded in verified facts

Recover §2.7 Governance & References

Busine tinuity integration and a structured after-action review of AB Document rev 1d approval, response-team structure, and an

each incident. NIST CSF - Recover -tacti eference matrix.

Odyssey Logistics & Technology Corp.




System Outage Work Process

PROO005 Rev.002

ODYSSEY LOGISTICS

System Outage

PROCESS PRO0DOS ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics follows a formalized incident communication process for outages affecting client shipment management, defining
escalation paths, update cadence, and root cause analysis requirements to support swift, coordinated resolution.

01 04

Incident Notification Escalation & Response Structured Communication Root Cause Analysis

[
o the appropriate updates on a consistent cade

ition paths Stakeholders and clients receive s documents

Plincidents are reported and Defined internal e

ity-asse zonfinuous

¥ mmediately route is
upon identif

until resolution

responset

FRAMEWORK alation Stanllards”

ALIGNMENT funetie dnatedineident Structured incide D nal an

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage
without disclosing internal control specifics.

m Purpose

Guidelines for P1 outage communication and coordinated resolution.

Process Objectives
Notification, escalation, communication cadence, and RCA goals.

NIST CSF

[ 512 |
m Process Flow m Communications
[ 515

Step-by-step sequence from issue identification through remediation. Client and stakeholder update cadence and messaging standards.
ITIL

m Resolution & RCA Division Escalations

Closure confirmation and root cause documentation timeline. Structured regional escalation framework across business
div

Odyssey Logistics & Technelogy Corp.




Backup & Recovery Policy

POL010 Rev.01

ODYSSEY LOGISTICS

Backup &
Recovery Policy

ion, p

PROCEDURE POL010 CRITICAL DATA & SYSTEMS UPDATED 7/31/2025

PROGRAM OVERVIEW

ration of critical O

Odyssey Logistics maintains a documented backup and recovery program to safeguard critical data and systems. The program covers
inventory and risk assessment, tiered backup and recovery procedures, secure retention and destruction, and recurring testing to confirm

data can be restored when needed.

01

Inventory & Assess

s are inventoried

Back Up & Protect
data is bac

chedules w

and
fing risk tiere
ment and business impact

ted through re

tion, and

FRAMEWORK "ISTICSF

ALIGNMENT

Test & Verify

Backup integrity and r
verified through recurring tes
against required timeframes.

CIS Critical Securit

0&

Report & Improve
re Backup activity i

ing reported, and results drive
documentation and procedure
updates.

A

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

Purpose & Scope

Protection, preservation, and restoration of critical data and systems

§l4 Inventory & Assessment
Asset inventory, recurring risk assessment, and business impact

analysis

Log Retention & Destruction
Protected activity logs and certified secure data destruction

Security & Documentation

Encryption, acces

Policy
Access control, immutable backups, encryption, and regular audits
CIS Control 1

Backup & Recovery Procedures
Tiered backup schedules across primary and replicated sites
NIST CSF - Recover

Reporting & Testing

Monitoring, failure alerting, and recurring recovery testing.

Communication & Roles

Defined roles, communication plan, and contact information

Odyssey Logistics & Technology Corp. -




Disaster Recovery Program

POL016 Rev.02

ODYSSEY LOGISTICS

Disaster Recovery
Program

ing from disruptive ir ntsim
data integrity, and maintain

POLICY POLD16 ENTERPRISE-WIDE SCOPE ANNUALLY REVIEWED

PROGRAM OVERVIEW

Odyssey Logistics maintains a documented disaster recovery plan addressing natural disasters, cyberattacks, and hardware failures. The plan
defines recovery objectives, escalation procedures, and testing requirements to support rapid restoration of essential logistics services.

01 0&

Risk & Impact Assessment Backup & Recovery Strategy Incident Escalation Testing & Improvement

T facility risks and redundancies Scheduled backups, diversified A structured notification tree Recurring drills and post-incident
are catalogu ith re storage loca and defined
RTO/RPO target stem tier.

ies incidents from first vs feed lessons learned back

7]

priorit cutive into the plan.

mpact a

FRAMEWORK NIST CSF 1SO/IEC 2109.1 . quluslr DR Standards .

ALIGNMENT

WHAT THIS POLICY COVERS

The policy is structured across the sections below. Each is mapped to the corresponding area of recognized security practice — demonstrating coverage

without disclosing internal control specifics.

m Introduction m Risk & Business Impact Assessment

Plan objectives and executive commitment to business continuity. Facility risk inventory and RTO/RPO framework by system priority.
NIST CSF
m Incident Response Procedures §l4 Documentation & Record Keeping
Escalation tree and notification cadence during active events. Version control and knowledge-retention practices for recovery

procedures. ISO/IEC 27001

m Plan Activation & Execution i{ra " Post-Incident Review

Structured debrief and after-action reporting process.

Activation criteria and seque

Risk & Facility Detail Recovery Reference Material

Disaster scenario library and facility redundancy documentation. Priority systern recovery objectives and restoration procedures.

rery execution s

Odyssey Logistics & Technology Corp.




