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R E F E R E N C E  F R A M E W O R K S

NIST CSF 2.0
Govern · Identify · Protect ·
Detect · Respond · Recover
— the organizing spine.

ISO/IEC 27001
Information security
management system
controls and Annex A
safeguards.

CIS Controls
Prioritized safeguards
mapped to individual control
numbers.

Domain Standards
NIST SP 800-series, AI
RMF / ISO 42001, ITIL,
SOC 2, GDPR/CCPA.

SENSITIVE & RESTRICTED — BUSINESS CONFIDENTIAL

Not for release outside Odyssey Logistics without written authorization. This compendium aggregates assurance-overview one-
pagers that demonstrate control coverage without disclosing internal control specifics.
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A S S U R A N C E  &  T R U S T  P R O G R A M

Consolidated Policy
Compendium
The complete set of Odyssey Logistics information-security and IT governance
policies, organized against the NIST Cybersecurity Framework 2.0 and cross-
referenced to ISO/IEC 27001 and the CIS Controls.
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Contents
Policies are ordered by their primary NIST CSF 2.0 function. The page number for each one-pager appears at right and
corresponds to its position later in this compendium.

PA G E

GOVERN Establish and monitor the security program, risk decisions, roles, and oversight.

01 Cybersecurity Policy POL005 5

02 Cybersecurity Program Review POL011 6

03 Risk Management Program POL020 7

04 Cybersecurity Exceptions Policy POL010-A 8

05 Generative AI Policy POL007 9

IDENTIFY Understand assets, data, and third-party exposure so risk can be prioritized.

06 Data Classification Policy POL006 10

07 Asset Management & Purchasing PRO001 11

08 Device Lifecycle Management PRO 12

09 Third-Party Risk Management POL017 13

PROTECT Safeguard identities, endpoints, data, and change through preventive controls.

10 Access Management & Password POL001 14

11 Least Privilege Policy POL018 15

12 Remote Access Software Policy POL009 16

13 Personal Device Use Policy POL004 17

14 Secure Tunnel & Certificate Mgmt POL019 18

15 Onboarding Policy POL022 19

16 Offboarding Policy POL021 20

17 Change Management Policy POL008 21

18 Vulnerability & Patch Management POL003 22

19 Data Retention & Destruction POL012 23

20 Cyber Security Data Access Policy POL009-A 24

RESPOND Coordinate, contain, and communicate during active incidents.

21 Incident Response Plan & Guidelines PRO003 25

22 System Outage Work Process PRO005 26

RECOVER Restore data, systems, and operations to resume business.

23 Backup & Recovery Policy POL010 27

24 Disaster Recovery Program POL016 28
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Policy Map to Risk Domains
Every policy is anchored to one of the six NIST Cybersecurity Framework 2.0 functions — the recognized risk-domain model
auditors, insurers, and customers use to judge program completeness. Each card lists the policies whose primary purpose
sits in that function.

5 GOVERN
Establish and monitor the security program, risk decisions,
roles, and oversight.

Cybersecurity Policy POL005

Cybersecurity Program Review POL011

Risk Management Program POL020

Cybersecurity Exceptions Policy POL010-A

Generative AI Policy POL007

4 IDENTIFY
Understand assets, data, and third-party exposure so risk
can be prioritized.

Data Classification Policy POL006

Asset Management & Purchasing PRO001

Device Lifecycle Management PRO

Third-Party Risk Management POL017

11 PROTECT
Safeguard identities, endpoints, data, and change through
preventive controls.

Access Management & Password POL001

Least Privilege Policy POL018

Remote Access Software Policy POL009

Personal Device Use Policy POL004

Secure Tunnel & Certificate Mgmt POL019

Onboarding Policy POL022

Offboarding Policy POL021

Change Management Policy POL008

Vulnerability & Patch Management POL003

Data Retention & Destruction POL012

Cyber Security Data Access Policy POL009-A

2 RESPOND
Coordinate, contain, and communicate during active
incidents.

Incident Response Plan & Guidelines PRO003

System Outage Work Process PRO005

2 RECOVER
Restore data, systems, and operations to resume
business.

Backup & Recovery Policy POL010

Disaster Recovery Program POL016
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Framework Crosswalk
Each policy against the six CSF 2.0 functions and the supporting frameworks it cites. A filled marker is the function the policy
chiefly serves; a hollow marker is a supporting role.

# POLICY GOV IDEN PROT DET RESP REC
ISO

27001 CIS OTHER

01 Cybersecurity Policy
POL005 Rev.02 ● ✓

Enterprise
safeguards

—

02 Cybersecurity Program Review
POL011 Rev.01 ● ✓ — Maturity Model

03 Risk Management Program
POL020 Rev.02 ● — — NIST RMF · Internal Audit

04 Cybersecurity Exceptions Policy
POL010-A Rev.01 ● ✓ — NIST RMF

05 Generative AI Policy
POL007 Rev.03 ● — — NIST AI RMF · ISO 42001

06 Data Classification Policy
POL006 Rev.02 ● ✓ — GDPR · CCPA

07 Asset Management & Purchasing
PRO001 Rev.001 ● ✓ — ITIL

08 Device Lifecycle Management
PRO Rev.R03 ● ✓ CIS 1 & 2 —

09 Third-Party Risk Management
POL017 Rev.02 ● ✓ CIS v8 SOC 2

10 Access Management & Password
POL001 Rev.04 ● — CIS 5 & 6 NIST SP 800-63

11 Least Privilege Policy
POL018 Rev.01 ● ✓ CIS Controls —

12 Remote Access Software Policy
POL009 Rev.02 ● ✓ CIS 6 & 12 —

13 Personal Device Use Policy
POL004 Rev.02 ● ✓ CIS 4 —

14 Secure Tunnel & Certificate Mgmt
POL019 Rev.01 ● ✓ — NIST SP 800-57/77

15 Onboarding Policy
POL022 Rev.04 ● ✓ CIS Controls —

16 Offboarding Policy
POL021 Rev.004 ● ✓ CIS Controls —

17 Change Management Policy
POL008 Rev.04 ● ✓ — ITIL

18 Vulnerability & Patch Management
POL003 Rev.03 ● ✓ CIS 7 —

19 Data Retention & Destruction
POL012 Rev.03 ● ✓ — CPRA · CCPA

20 Cyber Security Data Access Policy
POL009-A Rev.02 ● ✓ — Legal/Privacy

21
Incident Response Plan &
Guidelines
PRO003 Rev.02

● — —
NIST SP 800-61 · MITRE
ATT&CK

22 System Outage Work Process
PRO005 Rev.002 ● — — ITIL

23 Backup & Recovery Policy
POL010 Rev.01 ● ✓ CIS 11 —

24 Disaster Recovery Program
POL016 Rev.02 ● ✓ — Industry DR Std

● Primary function ○ Secondary / supporting ✓ = ISO/IEC 27001 alignment cited
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01
Cybersecurity Policy
POL005 Rev.02
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02
Cybersecurity Program Review
POL011 Rev.01
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03
Risk Management Program
POL020 Rev.02

GOVERN + IDENTIFY Page 7



04
Cybersecurity Exceptions Policy
POL010-A Rev.01

GOVERN Page 8



05
Generative AI Policy
POL007 Rev.03
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06
Data Classification Policy
POL006 Rev.02

IDENTIFY + GOVERN Page 10



07
Asset Management & Purchasing
PRO001 Rev.001
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08
Device Lifecycle Management
PRO Rev.R03
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09
Third-Party Risk Management
POL017 Rev.02
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10
Access Management & Password
POL001 Rev.04
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11
Least Privilege Policy
POL018 Rev.01
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12
Remote Access Software Policy
POL009 Rev.02
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13
Personal Device Use Policy
POL004 Rev.02
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14
Secure Tunnel & Certificate Mgmt
POL019 Rev.01

PROTECT Page 18



15
Onboarding Policy
POL022 Rev.04

PROTECT Page 19



16
Offboarding Policy
POL021 Rev.004

PROTECT Page 20



17
Change Management Policy
POL008 Rev.04
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18
Vulnerability & Patch Management
POL003 Rev.03

PROTECT + IDENTIFY · DETECT Page 22



19
Data Retention & Destruction
POL012 Rev.03

PROTECT + IDENTIFY Page 23



20
Cyber Security Data Access Policy
POL009-A Rev.02

PROTECT + GOVERN Page 24



21
Incident Response Plan & Guidelines
PRO003 Rev.02

RESPOND + DETECT · RECOVER Page 25



22
System Outage Work Process
PRO005 Rev.002

RESPOND Page 26



23
Backup & Recovery Policy
POL010 Rev.01

RECOVER + PROTECT Page 27



24
Disaster Recovery Program
POL016 Rev.02

RECOVER + RESPOND Page 28


